A quantum key distribution scheme is described, in which a time ͑or phase͒ entangled-photon pair posteriorly generated by a single-photon source and a simple beam splitter. This scheme offers an efficient entanglement-based quantum key distribution system superior to the system using a standard parametric downconverter. DOI: 10.1103/PhysRevA.67.062319 PACS number͑s͒: 03.67.Dd, 42.50.Dv Quantum key distribution ͑QKD͒ has been studied extensively as a means to realize unconditionally secure communication systems. Two legal parties ͑Alice and Bob͒ create a secret key, security of which against eavesdropping is guaranteed by the law of quantum mechanics, and use it as a one-time pad for encrypting messages. Following the first proposal that used four nonorthogonal states ͓Benneett-Brassard 1994 protocol ͑BB84͔͒ ͓1͔, several protocols have been proposed, such as that based on quantum entanglement ͓Ekert 1991 protocol ͑E91͔͒, ͑the BBM92 progocol͒ ͓2,3͔, that based on two nonorthogonal states ͑the B92 protocol͒ ͓4͔, and a variant of the four-state scheme ͓5͔.
Quantum key distribution ͑QKD͒ has been studied extensively as a means to realize unconditionally secure communication systems. Two legal parties ͑Alice and Bob͒ create a secret key, security of which against eavesdropping is guaranteed by the law of quantum mechanics, and use it as a one-time pad for encrypting messages. Following the first proposal that used four nonorthogonal states ͓Benneett-Brassard 1994 protocol ͑BB84͔͒ ͓1͔, several protocols have been proposed, such as that based on quantum entanglement ͓Ekert 1991 protocol ͑E91͔͒, ͑the BBM92 progocol͒ ͓2,3͔, that based on two nonorthogonal states ͑the B92 protocol͒ ͓4͔, and a variant of the four-state scheme ͓5͔.
The BBM92 protocol is an entanglement-based variant of the BB84 protocol, but achieves longer distance by using entangled photons ͓6͔. Each one of an entangled photon pair is transmitted to Alice and Bob, respectively, and each photon is measured in nonorthogonal basis. When the measurement bases are matched, the two parties can create a secret key. There are two experimental implementations of the BBM92 protocol: one using polarization entanglement ͓7͔ and the other using energy-time entanglement ͓8͔. For fiber transmission systems, the latter is preferred, because the polarization state of light changes in a fiber due to randomly varying birefringence, while energy-time entanglement is robust against perturbations of fiber transmission characteristics. In the scheme based on energy-time entanglement ͓8͔, photon pairs are generated by passing the pump light through an optical delay circuit and a parametric down-converter. Alice and Bob create a secret key by detecting a photon at the two outputs of an interferometer whose arm length difference is identical to the pump delay line. A unique feature of this scheme is that the measurement basis selection is made automatically in the output interferometer, and thus no modulation is necessary. However, for the system to operate, the efficiency of a parametric down-converter cannot be high so that the probabilities of generating more than two photon pairs per pulse and/or generating photon pairs in sequential pulses are sufficiently small. As a result, the communication efficiency is lower than the BBM92 protocol using an ideal twin-photon generator.
This paper describes a source scheme for the timeentanglement-based QKD system. The time ͑or phase͒ entangled photons are generated by a regulated single-photon source ͓9-15͔, a beam splitter, and post selection. No entangled-photon source, such as a parametric downconverter, is used. The idea of realizing polarization entanglement by individual photons and a beam splitter was previously reported ͓16,17͔. The present paper applies the idea to the BBM92 protocol utilizing time ͑or phase͒ entanglement, and analyzes the system performance taking the properties of a single-photon source into account. It is shown that, provided that an ideal single-photon source is available, the proposed scheme realizes an entanglement-based QKD system with higher key creation efficiency than that using parametric down-conversion. Figure 1 shows the setup of the proposed QKD system. A single-photon source emits two sequential single photons. ©2003 The American Physical Societying a pump pulse with an appropriate time delay and optically triggering the single-photon source with the resulting two sequential pulses. The output from the single-photon source is split into two transmission lines, which lead to Alice and Bob, respectively. At each receiver, the incoming photons are split into two paths and recombined in an asymmetric Mach-Zehnder interferometer, with the arm length difference chosen so that the delay time is equal to the time interval of the two incoming pulses. Single-photon detectors are placed at each output of the interferometer. The behavior of the above system is described as follows. The state after the beam splitter in the transmitter is a single product state:
where subscripts f and s denote photons emitted at the first and second time slots, and ͉a͘ and ͉b͘ are the states on route to Alice and Bob, respectively. The two terms, ͉a͘ f ͉a͘ s and ͉b͘ f ͉b͘ s , represent states for which the two sequential photons go the same way, and the two terms, ͉a͘ f ͉b͘ s and ͉b͘ f ͉a͘ s , represent states for which the two photons go opposite ways. The state after the output beam splitter of the receiver interferometer can be written as 
, a photon reaches detector 1 at t 2 in Alice ͑Bob͒, and ͉a 2 ,t 2 ͘ (͉b 2 ,t 2 ͘), a photon reaches detector 2 at t 2 in Alice ͑Bob͒. Superscripts L and S denote the states that a photon passes through the long and short paths in the receiver interferometer, respectively. The phases attached to the kets are the following: a ( b ), the total phases accumulated in the transmission line from the transmitter to Alice's ͑Bob's͒ site, aS ( bS ), the phase delay in the short path in the receiver interferometer in Alice's ͑Bob's͒ sites, aL ( bL ), the phase delay in the long path in the receiver interferometer in Alice's ͑Bob's͒ sites, ⌬ a (⌬ b ), the phase difference between the long and short paths in Alice's ͑Bob's͒ interferometer. It is assumed in the above equation that the single-photon source emits identical photons, and that two photons are indistinguishable when they arrive at the same detector at the same time. Note that no particular condition is assumed for the phases in Eq. ͑2͒. The output state, Eq. ͑2͒, consists of several substates: ͑i͒ either Alice or Bob counts two photons ͑first term͒, ͑ii͒ one party counts a photon at t 1 and the other does so at t 2 ͑second term͒, ͑iii͒ one party counts a photon at t 2 and the other does so at t 3 ͑third term͒, ͑iv͒ one party counts a photon at t 1 and the other does so at t 3 ͑fourth term͒, and ͑v͒ each party counts a photon at t 2 ͑fifth term͒. Provided that the phase difference between the long and short paths in the interferometer is identical for Alice and Bob, i.e., ⌬ a ϭ⌬ b ϭ⌬, the last term is written as 
͑3͒
It is noted in case ͑iv͒ that detector clicks at t 1 and t 3 are anticorrelated between Alice and Bob. The click at t 1 (t 3 ) is equivalent to measuring a photon at the first ͑second͒ time slot out of the two sequential slots sent from the transmitter. Which time slot a photon is positioned at is uncertain before measurement even, in principle; but once one party measures a photon at the first time slot, the other party always does so at the second time slot. This consideration indicates that time entanglement is realized if case ͑iv͒ is postselected. Also noted in case ͑v͒ is that photon detections by detectors 1 and 2 are correlated between Alice and Bob, provided that ⌬ a ϭ⌬ b is satisfied. When a photon is counted at t 2 , we cannot identify whether a photon at the first time slot passes through the long path or a photon at the second time slot passes through the short path. The detectors count a photon according to interference between these two probability amplitudes. Since the phase difference of these two amplitudes is unknown before measurement, which detector clicks is uncertain. However, when one party counts a photon by detector 1, which means that the state is measured in a phase difference of Ϫ⌬ϩ, the other party always counts a photon by detector 1. This consideration indicates that phase entanglement is realized if case ͑v͒ is postselected. This time ͑or phase͒ entanglement is basically the same as the position and time entanglement proposed by Franson ͓18͔. The difference is that a single-photon generator, a beam splitter, and postselection are utilized in the present scheme instead of an entangled-photon source.
Utilizing the above setup, a secret key is created as follows. After raw transmission, Alice and Bob disclose through a public channel whether ͑1͒ a photon is counted at t 1 or t 3 , or ͑2͒ a photon is counted at t 2 . For cases in which Alice and Bob both counted a photon at t 1 or t 3 , they know at which time instance a photon was counted at the other site, owing to the time entanglement. For cases in which they both counted a photon at t 2 , they know which detector clicked at the other site, owing to the phase entanglement. In these two cases, they can create a secret key. For other cases, they discard the data.
The detection events in case ͑v͒ result from interferences between the two probability amplitudes that the detected photon is at either the first or the second time slot. If an eavesdropper tries an intercept and resend attack, the quantum state of each photon is collapsed to either ͉a͘ or ͉b͘ and no interference occurs at t 2 , which results in uncorrelated detection events between Alice and Bob. Thus, the intercept and resend attack introduces bit errors into the secret key, and the eavesdropping can be revealed by checking some test bits.
The basic idea of the above scheme follows the BBM92 protocol based on energy-time entanglement, which uses a transmitter consisting of a parametric down-converter and an interferometer for the pump light ͓8͔. In the previous scheme, the phase adjustment for the pump interferometer is required to obtain desired interference at the middle time instance. On the other hand, such control is not necessary in the present system. The reason for this difference can be intuitively understood as follows. The interference in the receivers is dependent on the phase difference between the two sequential probability amplitudes from the transmitter. In the previous scheme, a signal and an idler photon generated from a parametric down-converter go to Alice and Bob, respectively. The amplitudes for these two photons have a phase relationship determined by the parametric process as s ϩ i ϭ p ϩ/2, where s , i , and p are the phases for the signal, idler, and pump, respectively. From this relationship, one obtains ( s1 Ϫ s2 )ϩ( i1 Ϫ i2 )ϭ( p1 Ϫ p2 ), where subscripts 1 and 2 denote the first and second time slots, respectively. This indicates that the correlation between ( s1 Ϫ s2 ) and ( i1 Ϫ i2 ) depends on ( p1 Ϫ p2 ). Thus, the phase of the interferometer in the transmitter, which determines ( p1 Ϫ p2 ), has to be controlled for a stable correlation between ( s1 Ϫ s2 ) and ( i1 Ϫ i2 ). In the present scheme, on the other hand, one sequential photon pair is split to Alice and Bob by a beam splitter. The phase differences of the two sequential amplitudes going to Alice and Bob are automatically correlated. Thus, no particular control is necessary for the transmitter, which is an advantage of the present scheme.
A disadvantage of the present QKD scheme is that the transmitted state is not fully utilized. A sifted key is created only when substates ͑iv͒ and ͑v͒ occur. The probabilities of observing these substates are 1/8 for each. Thus, the efficiency of creating a sifted key is 1/4. In the BBM92 protocol using an ideal twin-photon generator, on the other hand, the efficiency is 1/2 due to the process of discarding basismismatched bits. The efficiency in the present scheme is onehalf of the ideal the BBM92 protocol because of the postselection procedure. In the case of the scheme using a parametric down-converter, however, the present scheme provides higher efficiency, because the emission efficiency of a parametric down-converter cannot be unity to sufficiently reduce the probability of multiple entangled pairs.
A critical issue for practical implementation of the proposed system is the interference visibility between two photons emitted sequentially. Perfect two-photon interference, the fifth term in Eq. ͑2͒, occurs only if the two photons are identical, i.e., Fourier-transform-limited. A real single-photon source may likely suffer from dephasing, and the interference visibility may be thus degraded. This will cause bit errors, which is discussed here. The visibility V can be calculated by Vϭ͉͗͐dA()B*()͉ 2 ͘, where A() and B() are the normalized spectral amplitudes for two photons, and ͗͘ denotes an ensemble average. Here, we assume a singlephoton source based on spontaneous emission between two energy levels ͓9-15͔, and assume that the amplitude of an emitted photon decays exponentially with a Fermi's golden rule decay rate, while the phase is randomly modulated. The amplitude of such a photon is written as A(tу0) ϭͱ⌫ exp͓Ϫ(⌫/2)tϪi 0 tϪi(t)͔, where ⌫ is the spontaneous emission decay rate, 0 is the optical center frequency, and (t) is a random phase. The phase fluctuations are characterized by the two-times correlation function, ͗exp͓i(t)͔exp͓i(tϩ)͔͘ϭexp(Ϫ/T 2 ). The random-walk phase diffusion process in the Born-Markoff approximation is assumed here, and T 2 is a decoherence time. Under the assumption that the two photons are described by an identical two-time correlation function, the interference visibility can be derived from the above model as Vϭ⌫/(⌫ϩ2/T 2 ). Nearly perfect visibility is achieved when the phase decoherence rate is much slower than the spontaneous emission decay rate. For a non-negligible decoherence rate, however, the visibility becomes less than 1 and a bit error occurs. To overcome this problem, we can use an optical bandpass filter that creates a Fourier-transform-limited photon at the expense of photon generation efficiency. Assuming a Lorentzian filter with full width at half maximum ⌫, one can show that the visibility after filtering is given by
with the filtering efficiency of f ϭ⌺/(⌺ϩ⌫ϩ2/T 2 ). Based on the above discussion, the error rate due to the imperfect visibility, ϭ(1ϪV)/2, is evaluated as a function of the filtering efficiency f in Fig. 2 . Three cases are considered: weak decoherence (2/T 2 ϭ0.1⌫), moderate decoherence (2/T 2 ϭ⌫), and strong decoherence (2/T 2 ϭ10⌫). The figure shows how the phase decoherence affects the error rate and the efficiency.
Next, we evaluate the overall system performances of the present scheme and the conventional BBM92 protocol using a parametric down-converter. Using the method described in Ref. ͓6͔, a final secret key creation rate normalized by a clock rate is calculated through the complete analysis of raw quantum transmission, error correction, and privacy amplifi-cation processes. The results for the present scheme using an ideal single-photon source and BBM92 protocol using a parametric down-converter are shown in Fig. 3͑a͒ . In the conventional BBM92 protocol, there is a trade-off between the error rate and the generation efficiency of entangled photons. A higher efficiency causes a higher error rate due to more than two photon pairs per pulse or two sequential photon pairs. In the calculation here, the photon-pair generation efficiency is optimized for each transmission loss. The figure shows that the proposed scheme realizes a higher key creation efficiency in the ideal situation. This is because the emission efficiency of a parametric down-converter cannot be high to prevent generation of multiple pairs. Nonideal cases are evaluated in Fig. 3͑b͒ , where various decoherence rates 1/T 2 and various g (2) (0), which represents residual probability of more than two photons per pulse, are assumed. In the calculations, an optical filter with an optimized bandwidth is assumed based on the previous discussion. Figure  3͑b͒ indicates that the decoherence rate and g (2) (0) are critical for the system performance.
Finally, we briefly mention the present status of a regulated single-photon source in our group. Our group is developing a single-photon generator based on a quantum dot embedded in a microcavity ͓14͔. For a recently fabricated device, VϷ0.8 was measured without spectral filtering, which is close to a transform-limited pulse ͓19͔. We believe that obtaining a usable single-photon generator is not too far away.
In summary, an entanglement-based quantum key distribution system can be realized without using an entangled photon-pair source. A combination of a regulated singlephoton source and a simple beam splitter can generate timeentangled photons by the postselection procedure. Provided that an ideal single-photon source is available, this scheme can realize an entanglement-based QKD system with a higher key creation efficiency than the conventional system. FIG. 2 . Error rate as a function of filtering efficiency for various decoherence rates. ⌫ is the spontaneous emission decay rate.
FIG. 3. Key creation rate after error correction and privacy amplification. ͑a͒ The proposed scheme using an ideal single-photon source ͑dotted line͒ is evaluated. The solid line is for the system using a parametric down-converter. ͑b͒ The proposed scheme using nonideal source is evaluated.
